APMG Shell Swap Instructions

Occasionally, our APMG PC laptops may experience software or hardware issues that simply cannot be
fixed. When employees have important work that is stored on the computer, this can become a huge
crisis for their workflow. But let’s make one thing clear... The hard drive isn't the valuable thing—it's the
priceless files we’ve created and collected over the years. In this scenario, the best option to maintain
your data is for us to perform a “Shell Swap”. This gives you a chance to save the data stored on it, keep
all of your personal settings, and maintain the bookmarks and shortcuts that you have created.

Preparing hardware for new Laptop

1. Determine hard drive model that needs to be swapped: Make a note of the model # of the
existing computer so that you know where to pull the hard drive from

2. Locate an extra computer with a matching model number from the “parts” area of the IT Build
room

3. Remove hard drive from “parts” Computer

4. Remove & replace hard drive from damaged Computer with hard drive from “parts” computer
Unscrew all screws located in the back. (Screws will not come out, can only be loosened)




Use tool kit to separate lower half of laptop and access hard drive
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Navigate BitLocker Security Key

1. Open Active Directory Users and Computers
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2. Expand the Windows 10 Menu, and double click on Update in the menu on the right
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3. In the next menu options, click on Laptops
Type
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4. Locate the computer you are looking for by searching through the options for the name
of the laptop
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5. Right click on the computer, and choose Properties from the drop-down menu
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6. Inthe Extensions box, choose the BitLocker Recovery tab
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BitLocker Recovery Passwords:

7. Print or write down the BitLocker Recovery Number on something that will be easily accessible

later.

Details:

Recovery Password:
162833-561572-464123-501710-
116688-433444-717156-4115972

Computer: JENGELKINGNOTE mpr.org
Date: 2020-02-13 12:48:27 -0600
Password |D: AJ0EAGDB-FF13-4F28-BF 76-7C97AFDABARY

8. When the computer with the replaced hard drive boots up, you will be prompted to enter the

BiLlocker Recovery Number. Enter the code, and you will be given access to the updated
computer.

BitLocker

Enter the PIN to unlock this drive

Use the number keys or function keys F1-FI10 (use F10 for 0)

Press the Insert key to see the PIN as you type



