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Virtual Machine Connection Guide for AWS Labs

Thank you for participating in our hands-on workshop. We are glad to have you in our class! This class
relies on our accompanying lab environment which provides access to all the assets you will need to
practice the skills taught in class. In order for the workshop to be successful, we need assurance that the
lab environment will function properly on each student’s computer/network. Please perform the tests
described herein at least two weeks before your class and inform your ASPE program manager
immediately if you encounter any issues.

Mac Users: If you will be using a Mac to complete class using the Windows environment, you will need
to download the Mac App equivalent of Windows Remote Desktop Protocol to perform these tests and
use the lab environment in class.

The main assets you will use to connect to your Virtual Machine workspace will be:

amazon Q_'!ﬁ'\ Remote Desktop

= Manager
. " —— g
webservices =

- Windows @ é

Server
W 0c ubuntu PuTTY




ASPE

TRAINING

a division of Fortis College

Course lab: AWS \Windows 2016 \ Remote

1. Launch Remote Desktop and enter ec2-54-201-219-30.us-west-2.compute.amazonaws.com as

the computer name. Click Show Options. In the User Name, enter Administrator and click
Connect.

Remote Desktop
»¢ Connection

General Display Local Resources Experience Advanced

R Logon settings
‘7‘ RemOte DeSk-top COnneCTlOn >< .L Enter the name of the remote computer.
A
Computer: 9-30.us-west-2.compute.amazonaws.com v
b Remote Desktop e ———
( - User name: ‘Administrator
» Connection T

You il be asked for credentials when you connect

[] Allow me to save credentials
Computer: ‘—-20‘\ -219-30 us-west-2. compute. amazonaws.com| ~ ‘

Connection settings
Username:  None specified Save the current connection settings to an RDP file or open a
saved connection

Youwill be asked for credentials when you connect. Save Save As. Open

= | Show Options Help ) Hide Options

Connect Help

2. Inthe Enter your credentials dialogue, enter the password: JustM300, and click OK

Windows Security X

Enter your credentials

These credentials will be used to connect to
ec2-54-202-131-44.us-west-2.compute.amazonaws.com.

Administrator

‘ Password

LAPTOP-C1UODCPP\Administrator

D Remember me

oK Cancel

3. When the Remote Desktop Connection appears, click Yes

& Remote Desktop Connection x

a— The identity of the remote computer cannot be verified. Do you
/ wantto connect anyway?

The remote computer could not be authenticated due to problems with its security
certificate. It may be unsafe to proceed.

Certificate name

% MName in the ceriificate from the remote computer.
EC2AMAZ-USTGERN

Certificate errors

The following errors were encountered while validating the remote
computer's certificate

L. The cerificate is notfrom a trusted certifying authority.

Do youwantto connect despite these certificate errors?

["]Don't ask me again for connections to this computer

View certificate. . Yes
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If you see a screen like below, your connection is successful and you will be able to access the
lab environment the day of your class. Your specific connection information and Remote
Desktop Protocol files for Windows instances or Privacy Enhanced Mail (PEM) certificate and
Putty Private Key (PPK) for Linux instances will be distributed the first day of class by your
instructor.
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Course lab: AWS Linux Servers — Putty / Ubuntu

*pem & ppk files will be provided to access each Virtual Machine

1. Download the PrivatePuttyKey.ppk and save it somewhere you can locate in a later step:

https://aspetraining.securevdr.com/d-s5b94050790345919

2. Navigate to the Putty: latest release page, and download the appropriate Putty exe.

https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

-
Package files

You probably want one of these. They include all the PuTTY utilities.
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entrv.)

MSI (‘Windows Installer’)

32-bit: putty-.70-installer.msi (or by FTP signature
64-bit: putty-64bit-@.70@-installer.msi (or by FTP. (signature)

Unix source archive

.tar.gz! putty-0.70.tar.gz or by FTP signature

3. Locate the Installation Database in your Downloads folder, right click, and choose Install.
Follow the installation directions until you click “Finish.”

> Users > ProDa » Downloads »

-

Name = Title
;E% putty-64bit-0.70-install... Installation Database
Wl SAM_100_0536,jpg SAMSUNG

4. Open the Putty Application.

(f, PuTTY
Desktop app


https://aspetraining.securevdr.com/d-s5b94050790345919
https://www.chiark.greenend.org.uk/%7Esgtatham/putty/latest.html
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5. Enter the host name that is provided ec2-34-209-241-14.us-west-2.compute.amazonaws.com
into the Host name (or IP address) section in the Putty Configuration window.

&8 puTTY Configuration ? X

Category:
—- Session Basic options for your PuTTY session
Legging
— Terminal
- Keyboard Host Name (or IP address) Port
Bell 112 us-west-2 compute amazonaws ourrﬂ 22
Fealures P ion byp
= Window sonnection type: ) i )
Appearance (ORaw ()Telnet ()Rlogin (®)SSH () Serial
Behaviour
Translation
Selection Saved Sessions
Colours
— Connection =
Data Default Settings Load
Proxy
Telnet Save
Rlogin
1 SSH Delete
-~ Serial

Specify the destination you want to connect to

Load, save or delete a stored session

6. Expand the Connection category in the left dropdown menu, select Data, and type the
appropriate user name into the Auto-login username section.

Ubuntu:
User Name: ubuntu

Note: If you are taking Puppet Configuration Management course you will use Amazon Linux
and your User Name will be ec2-user

ﬁ PuTTY Configuration 7 X
Category:
= Session Data to send to the server
Logging
~ Terminal Login details
Keyboard Auto-login usemame Ubuntu
Bell
Features V,\"Pen usemam_g.is not specified
— Window (@) Prompt  (_) Use system usemame (ProDa)
hppoersins Terminal details
Behaviour
Translation Terminal-type string xterm
Selection
Colours Terminal speeds 38400,38400
— Connection
Environment variables
ooy Varniable Add
Telnet : )
Rlogin Value Re
+ SSH - move

7. Inthe Putty Configuration window, expand the SSH category, and select Auth.

Data

Proxy Authentication parameters
~Telnet [ Atlow agent forwarding

Rlogin
— SSH

Kex

i~ Host keys Browse...

- Cipher

= Auth

LTTY

|:| Allow attempted changes of username in SSH-2
Private key file for authentication
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Click the Browse button, navigate to the downloaded Putty Private Key file PPK-
PrivatePuttyKey.ppk, and click Open.

~ Name Date modified Type Size

B LabBaselmagePrivate.ppk 11/2/2017 1217 PM  PuTTY Private Key ...

In the Putty Configuration window, select the Session category, name your session under Saved
Sessions, and click the Save button.

~ Window Connection type: )_ s .
Appearance (_JRaw (_ITelnet (_)Rlogin (® SSH (_) Serial
Behaviour Load, save or delete a stored session

- Translation
Selection Saved Sessions
Colours LabBaselmagePrivate

= Connection -

Data Default Settings Load
Proxy .— penSourceDev
- Telnet Save

10. Once it is saved, open your connection by clicking Open. A warning dialogue will pop up and ask

if you trust the selected host key. Click the Yes button.

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's ssh-ed25519 key fingerprint is:
ssh-ed25519 256 8d:65:ce:4e:8a:d7:df:96:45:5¢h0:02:be:31:27:d7
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

11. You should now be logged in to your specified Virtual Machine.

§ ubuntu@ip-172-31-33-114: ~
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12. If you see the above screen, you will be able to connect on the first day of class. When you re-
launch Putty on the first day of class, your previous SSH connection details will be available
since you saved the session details during the initial configuration. Your instructor will give you
individual login user names and passwords.

Troubleshooting

If you are not able to connect, the most likely reason is because your IT department has blocked
port 443, 3389 and/or 80. Please contact your IT department to submit a request to open those
ports to the specific IP address of the computer or facility room from which you will take
training. Please contact ASPE directly if you require additional assistance.



